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Abstract
Background  Rapid technological advancements have left medical graduates potentially underprepared for the 
digital healthcare environment. Despite the importance of digital health education, consensus on essential primary 
medical degree content is lacking. Focusing on core competence domains can address critical skills while minimising 
additions to an already demanding curriculum. This study identifies the minimum essential digital health competency 
domains from the perspectives of learners, teachers, and content experts aiming to provide a framework for 
integrating digital health education into medical curricula.

Methods  We conducted focus groups with students (n = 17), and semi-structured interviews with medical educators 
(n = 12) and digital sector experts (n = 11) using video conferencing. Participants were recruited using purposive 
sampling. The data were analysed using framework analysis and inductive thematic analysis to identify common 
themes.

Results  Four core themes and eleven sub-themes were identified and aggregated into four essential competency 
domains: “Understand the Local Digital Health Ecosystem and Landscape”, “Safe, Secure and Ethical Information 
Literacy and Management”, “Proficiency in Digital Health Tools and Associated Technologies” and “Scholarly Research 
and Evidence-based Practice”. Medical educator and digital sector expert participants provided the greatest source of 
data for curriculum content consideration. Students demonstrated varying levels of aptitude, confidence, and interest 
in technology.

Conclusion  Our balanced engagement with learners, educators, and digital health experts enabled the identification 
of a context-relevant framework for the minimum essential digital health competence domains for graduating 
medical students. The identification of focused, clinically relevant core competencies makes them amenable to 
integration into an existing curriculum tailored to local contexts. This approach addresses limitations of restricted 
curricular space and accommodates varying student interests, confidence and aptitude in technology. The delivery 
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Background
The increasing adoption of healthcare technology, accel-
erated by the rise of telemedicine [1] and advancements 
in artificial intelligence (AI) [2, 3]. presents significant 
benefits and risks for patient care. The benefits include 
enhanced patient engagement, improved communica-
tion, and greater efficiency in diagnosis and treatment. 
Conversely, the risks involve heightened security con-
cerns, ethical breaches and the exacerbation of dispari-
ties among underserved populations. Medical educators 
worldwide recognise the importance of technological 
advancements and advocate for curricula to be updated 
to equip future doctors with the essential competencies 
to navigate the digital landscape effectively and safely [4, 
5]. However, incorporating extensive digital health con-
tent into an already crowded medical curriculum creates 
a significant challenge [6, 7]. Therefore, prioritising the 
integration of the minimum core essential digital health 
competencies that provide medical students with suffi-
cient knowledge and skills to use digital health technol-
ogy confidently and effectively without overcrowding the 
curriculum is highly desirable.

Many medical educators may assume that under-
graduates, as digital natives [8], already possess inher-
ent technology skills sufficient for safe, evidence-based 
patient care [9]. Despite some digital natives’ self-assur-
ance and confidence in their preparedness for digital 
healthcare environments [10], this assumption is not 
consistently supported by the literature [11–13]. Skills 
in consumer-level technology do not consistently trans-
late to the profession-specific digital skills required for 
the clinical workplace [14–16]. Furthermore, medical 
students need to become more than just consumers of 
digital technology; they need to learn how to use digital 
tools for diagnosis and treatment solutions in a clinical 
practice environment [17]. Basic consumer technology 
skills also overlook the critical attitudinal components of 
digital health competence, such as digital professional-
ism, reputation, and responsibility [18]. Formal learning 
opportunities that address these needs are often sparse 
in medical education [19, 20]. This leaves many new doc-
tors and medical students feeling underprepared for their 
roles in a digital healthcare environment [21–23].

A considerable number of digital native students are 
adept at using technology for social communication 
and, with sufficient training, are well-positioned to apply 
these skills to patient care [14]. However, they also need 
essential scaffolding to learn how to effectively leverage 
the vast and evolving array of information resources in 

healthcare [24]. While digital health capability frame-
works are available, the literature presents a fragmented 
understanding of the optimal digital health competencies 
for health professionals [25]. To address this educational 
gap for medical students without overloading the curric-
ulum, educators should carefully evaluate and select the 
most critical content, tailored to the local context, and 
determine effective delivery methods for integration. A 
comprehensive set of core competencies would include 
technical proficiency, data literacy and crucially, the abil-
ity to navigate the increasingly complex ethical landscape 
of digital technologies in healthcare.

For curriculum development, it is essential to consider 
the needs and expectations of key stakeholders within the 
local context, such as academics, educators, student com-
munities, and vocational professionals [26]. Additionally, 
to ensure relevance and optimise resource use, the digital 
health curriculum should align with the nation’s digital 
healthcare maturity and trajectory [27].

This multi-perspective study aims to identify, through 
consultation with learners, educators, and digital health 
experts, the minimum content and strategies neces-
sary to achieve the required digital health competencies 
within the medical degree program at the University of 
Otago (UoO) in Aotearoa, New Zealand (NZ). We report 
our findings on the minimum essential competency 
domains sufficient to equip medical students with the 
skills needed to navigate the digital landscape effectively 
and safely upon graduation, while illustrating an effec-
tive approach to a context-specific, contemporary digital 
health curriculum.

Methods
Study setting
The UoO MB ChB degree (MB ChB) is a six-year pri-
mary medical program with an annual intake of about 
300 students. The first three years largely focus on medi-
cal sciences, with predominantly classroom-based clini-
cal skills, ethics, and professionalism learning, and the 
latter three are primarily clinical placements supported 
by structured teaching and directed self-learning. In the 
final year, students are fully embedded within clinical 
teams as trainee interns (TIs). Upon graduation, all grad-
uates are employed in NZ and require two more years 
of supervised practice before achieving general medical 
registration.

approach should consider a student-centred adaptive modality that takes advantage of advances in artificial 
intelligence (AI) as an effective pedagogical tool.
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Study design and population sample
To identify relevant digital health competencies for 
medical students, we used a qualitative interpretivist 
and inductive research design [28]. The objective was 
to determine the most effective digital health content 
and educational interventions to equip medical students 
with the necessary competencies for contemporary and 
future medical practice within NZ. The study gathered 
insights from medical students, medical educators, and 
digital health subject matter experts within UoO and NZ 
to understand their expectations and recommendations 
regarding digital health content. The design and report-
ing of this study were guided by the consolidated criteria 
for reporting qualitative research (COREQ) framework 
[29] (Supplementary file S1).

Participant recruitment
The medical students were recruited through medical 
student-managed social media channels. To be eligible, 
participants were currently enrolled in any year of the 
MB ChB degree at the UoO or recently graduated. Stu-
dents were offered a supermarket voucher of modest 
value after participation. The medical educators and digi-
tal sector experts were recruited by email. The potential 
participants were identified by research team members 
who work in medical education at UoO (RG and TW) 
or with networks in the New Zealand Digital Health 
sector (RG). The interview population was purposively 
recruited to ensure sufficient representation and exper-
tise. All potential participants were directed to a project 
website for information, sign-up, and to complete an 
electronic consent form.

Data collection
Data collection took place between March and Septem-
ber 2023 using Zoom videoconferencing software for 
focus groups and individual interviews. Both formats 
used a semi-structured interview guide to facilitate dis-
cussions. Student data were collected from four focus 
groups (n = 3–6 per group, 60  min) and 23 interviews 
(30–45  min) with medical educators (n = 12) and digi-
tal sector experts (n = 11). The data collection style was 
exploratory, with prompts to encourage brainstorm-
ing and discussion on content and resources considered 
essential for facilitating the learning of necessary digi-
tal health competencies for medical students. The focus 
groups and interviews generated 16  h and 49  min of 
video-recorded data (student focus groups: 3 h, 55 min; 
medical educators: 6  h, 58  min; digital sector experts: 
5 h, 56 min). Video files and audio recordings were tran-
scribed before applying framework analysis and induc-
tive thematic analysis to identify common themes. 
Anonymity of interview participants was adopted 
through the allocation of alphanumeric characters: 

‘DSEn’ (Digital Sector Expert), ‘En’ (medial educator), Sn 
(medical student).

Data analysis
The interview data were read several times and coded 
within NVivo by the first author (BS). A descriptive data-
driven thematic analysis with an inductive focus was 
chosen as our analytical approach [30]. At this point, 
we aimed to interpret semantic themes from the stake-
holders that were close to surface-level meanings rather 
than delving into deeper thematic development that 
encourages greater researcher subjectivity [31]. Frame-
work Analysis, which resides within the broader category 
of thematic analysis (TA) as a ‘medium-Q’ approach 
[32], was therefore used. This provided a comparative 
approach to thematic analysis, offering a systematic and 
structured method while preserving qualitative depth 
[33]. The process involved five stages: familiarisation, 
identifying a framework, indexing (coding), charting, 
mapping and interpretation. This flexibility was well-
suited for the systematic handling of a large volume of 
opinion-based descriptive data while ensuring rigour [34, 
35].

Author positionality and reflexivity
The first author, BS, is a senior and experienced informa-
tion technology professional. All other authors are fac-
ulty at UoO. RG and TW are senior academics, medical 
educators and practicing physicians. RM is a healthcare 
professional and senior lecturer with extensive experi-
ence in realist research methods, and TG is an educa-
tion adviser with a strong interest in technology and staff 
development. The study forms part of a larger multi-
phase project grounded in realist research. Data collec-
tion and analysis of this phase were approached without 
preconceived conclusion to provide fresh insights. While 
this phase included interpretivism, its primary objec-
tive was identifying surface-level themes to inform sub-
sequent phases. It was noted that faculty involvement 
could have potentially influenced student opinions due 
to power dynamics. To mitigate this, faculty had limited 
direct involvement in participant interviews and BS was 
seen as neutral ‘outsider’. RM participated in some initial 
student focus group interviews but does not teach the 
participants. All participants were assured of data ano-
nymisation. Reflexivity was primarily achieved through 
individual reflections and regular collaborative team 
meetings over several months, with varying participation 
from the authors.

Results
Forty participants contributed data to the study, com-
prising 17 medical students, 12 medical educators and 
11 digital sector experts. Most of the medical educator 
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participants were both experienced educators and medi-
cal practitioners. Similarly, most digital sector expert par-
ticipants were experienced medical practitioners involved 
with the practical application of clinical informatics 
(Table  1). Data analysis identified eleven sub-themes 
that were refined and grouped into four superordinate 
themes: “Understand the Local Digital Health Ecosystem 
and Landscape”, “Safe, Secure and Ethical Information 
Literacy and Management”, “Proficiency in Digital Health 
Tools and Associated Technologies”, and “Scholarly 
Research and Evidence-based Practice”. Each of the four 
themes has been summarised into an overarching digital 

health competence domain (Table 2). These four domains 
are interrelated and partially overlap in scope. Before 
expanding on each domain, we introduce an overarching 
contextual observation uncovered during the interviews. 
The following sections present results from the four core 
competence domains, with illustrative quotes.

Student heterogeneity
There was notable heterogeneity in the self-perceived 
digital proficiency among the medical student partici-
pants. The student focus groups provided varying per-
spectives, demonstrating mixed confidence, interest, and 
perceived readiness for the digital healthcare environ-
ment. Some self-assured digital native students expressed 
little interest in digital health, questioning the primary 
benefits of such content and how it would enhance their 
medical education.

The people who are writing those parts of the curric-
ulum, not to generalise, but a lot of them maybe feel 
like that is a really difficult area. And maybe those 
are the technology things that they’re struggling with. 
But they’re not necessarily the technology things that 
we’re struggling with. And so, it’s kind of like you’re 
writing a curriculum for yourself, not for us. (ALM5, 
S3, FG1)
I think if someone put teaching into our curriculum. 
It was like, you have a digital health session. I would 
probably roll my eyes and rather not go. (ALM5, S1, 
FG1)
I think part of that is, I feel like medical students 
might not be the target audience. You know that sort 
of digital… having grown up with that sort of stuff, 
the basic issues we’re running into, probably isn’t 
how do I? You know, work this thing? It’s more like 
I don’t have access, so I can’t do things like. (ALM5 
S2, FG1)

Table 1  Study participant demographic characteristics
Participants Role Female

n = 23 
(57.5%)

Male
n = 17
(42.5%)

Total
(N = 40)

Digital Sector 
Experts

Clinical Informatics 6 3 9

(DSE1-11) Senior Academic 1 1
General Practitioner 
(GP)

1 1

11 
(27.5%)

Medical 
Educators

General Practitioner 
(GP)

1 1

(E1-12) Academic / Medical 
Practitioner

2 7 9

Academic / 
e-Learning

1 1

Health Science 1 1
12 
(30%)

Medical 
Students

4th Year (ALM 4) 1 1 2

(S1-17; FG1-4) 5th Year (ALM 5) 9 2 11
6th Year (ALM 6) 3 1 4

17 
(42.5%)

Table 2  Competence domain descriptions
Theme Sub-Themes Description
1. Understand the Local 
Digital Health Ecosystem and 
Landscape

a). Benefits and Opportunities
b). Risks and Limitations
c). The Digital Health Ecosystem

Knows about digital health terminology and the local digital health ecosys-
tem. Recognises the benefits, opportunities, limitations, and risks of current 
and future digital health technologies at both patient and community levels.

2. Safe, Secure and Ethical 
Information Literacy and 
Management

a). Health Information Literacy
b). Privacy, Confidentiality, Safety and 
Security
c). Ethics, Governance, Legalities, Prov-
enance and Sovereignty

Knows about clinical workflows and associated data collection along with its 
management, storage, and transmission. Knows how to use patient health 
data and understands the importance of its quality, origin, sovereignty, eth-
ics, policies, and legalities for secure confidential healthcare.

3. Proficiency in Digital 
Health Tools and Associated 
Technologies

a). Digital Technology Proficiency
b). Digital Health Proficiency
c). Digital Professionalism

Proficient in the use of digital technology and digital health tools for 
informed decision-making and accurate, safe, secure, and ethical patient 
care. Ensure professional and confidential electronic communication with 
stakeholders and uphold digital professionalism in all online activities.

4. Scholarly Research and 
Evidence-based Practice

a). Critical Appraisal Skills
b). Research Proficiency

Demonstrates critical evidence-based research and reflective appraisal skills 
to evaluate the quality of health information sources as well as digital health 
interventions. Applies scholarly rigour to insights and analysis to produce 
evaluative reports through academic writing.
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A digital sector expert held the perception that emerging 
medical professionals, being digital natives, possess both 
inherent technological aptitude and natural confidence in 
their digital capabilities.

You see the new graduates, you know, the young doc-
tors, associates, registrars coming through to the 
practice very quick to pick up the IT stuff very quick 
to adopt, very comfortable with doing that, whereas 
it can be much harder to get the more established 
colleagues to adapt those new things. (DSE3)

However, not all the medical students shared the same 
high level of self-assurance in their perceived technol-
ogy competence. Many student participants with lower 
confidence in their abilities showed greater interest in 
the subject and expressed a need for formal digital health 
education.

I think it’s probably super important going forward 
that there is more training because, at the moment, 
going into clinical years, I do feel a little bit out of 
depth (ALM4, S11, FG3).

Several interview participants recognised the disparity 
in confidence and capability with technology, expressing 
disappointment in some students’ proficiency with basic 
technology skills.

I think we sometimes overestimate how capable they 
really are with digital things. (E11)
Even touch typing, I mean, I am still stunned that 
people come out of university and cannot touch type. 
(DSE7)

Domain 1: understand the local digital health ecosystem 
and landscape
The first identified competence domain centres on the 
need for students to understand the local digital health 
ecosystem and the landscape. Data from student focus 
groups revealed that many students did not fully appreci-
ate the broad scope of the local digital health ecosystem 
and wanted to learn more about it.

A general lecture would be a good start, really, 
because when you talk about digital health. I really 
do have to sit down and think on what that includes. 
So, I think that’s already an indication of how lack-
ing of knowledge you have in this area. (ALM5, S6, 
FG2)

Despite some recognition of its interconnectedness, 
many students perceived digital health primarily through 

specific applications, such as telemedicine for remote 
patient care. However, they appreciated the relevance of 
digital health for their future, especially when they had 
experienced its use first-hand.

As soon as we got into the hospital, you kind of see 
the relevance of it, and I felt a lot more interested in 
wanting to learn how it’ll work and how to use it to 
my advantage. (ALM5, S5, FG2)

Digital sector experts reasoned that when students more 
fully comprehend the local digital health landscape and 
their role within it, they are better equipped to identify 
and assess the strengths, weaknesses, opportunities, 
and threats of both current and emerging digital health 
interventions. They noted that a holistic understanding 
enables students to critically evaluate digital health solu-
tions and their implications for effective healthcare deliv-
ery within the local context.

Understanding what comes in and where it comes 
from, what’s done with that information, you know, 
and all the things to consider when you’re doing 
it. That would certainly be a place to start for me. 
(DSE08)
Even just an overview of how it’s used in clinical 
practice and the different issues facing it, you know, 
facing clinicians when they’re trying to, you know, 
trying to get through their day. (DSE11)

Domain 2: safe, secure and ethical information literacy and 
management
This domain builds on the foundational macro-level 
knowledge of the previous domain. While it overlaps 
with acquiring a high-level understanding of the local 
clinical workflows, it is more concerned about the work-
flow content and data management. It underscores the 
importance of safe, secure, and ethical patient data man-
agement. Several digital sector experts and medical edu-
cator participants emphasised the need for students to 
understand patient data collection, storage, transmission 
and how it is used within the digital health ecosystem. 
They highlighted critical curriculum competencies to 
promote safe, secure, and ethical information literacy and 
data management.

We need safe, competent practitioners, and at the 
top of my list is actually privacy and security, which 
I think just a basic understanding of the importance 
of protecting health information. (DSE2)
In terms of the ethics of it, it’s a matter of being 
aware of what the unintended consequences of mak-
ing some digital move. (E6)
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Some participants recognised the need for students to 
gain a thorough understanding of local regulations, poli-
cies, and data governance principles, particularly in rela-
tion to the local cultural context. They emphasised the 
importance of special considerations for Indigenous and 
diverse populations concerning the use and management 
of patient data with digital technologies. For instance, 
a digital sector expert highlighted the necessity for stu-
dents to understand data sovereignty and the complexi-
ties of data sharing between organisations.

What are the issues about sharing data between 
organisations? What is Māori data sovereignty? You 
know what is taonga? [data or information that is 
considered precious and significant to the Māori 
people] You know all these different things that 
affects the New Zealand digital health ecosystem. 
(DSE11)

Domain 3: proficiency in digital health tools and associated 
technologies
The third competence domain involves developing 
hands-on skills and building confidence in using digital 
technology and digital health tools. Participants agreed 
that by the time students graduate, they need to be pro-
ficient in effectively using the technology they are most 
likely to encounter in the local clinical environment. This 
proficiency is essential for making informed clinical deci-
sions that ensure safe, secure, and ethical patient care. As 
one digital sector expert commented:

Students ‘should understand what tools are avail-
able, how do you use them effectively? And yeah, 
and they need to have quite a good understanding 
of how those tools work in order to use them properly 
(DSE7).

This proficiency extends beyond the clinical environ-
ment to encompass using technology effectively for con-
fidential and secure electronic communication for all 
digital activities, ensuring that demonstrable digital pro-
fessionalism is maintained in all online interactions with 
patients and colleagues. As another digital sector expert 
pointed out:

A lot of what we do is non-clinical type work. How 
do you do that? How do you set yourself up on a 
VPN to work remotely from home? So, if people 
aren’t expecting that, it can come as a bit of a shock 
to the system… there’s a lot of non-clinical facing 
administrative type work that still needs to be done 
efficiently using good tools. (DSE1)

This sentiment was succinctly summarised by a digital 
sector expert who suggested that by the time medical stu-
dents graduate, they should confidently be able to answer 
the following questions: “How do I use organisation 
tools? How do I communicate? (DSE2).

The primary concern among some of the less confident 
student focus group participants was learning to use spe-
cific applications necessary for their roles. Some also dis-
agreed with the assumption that, as digital natives, they 
require little to no training, recognising a need for ade-
quate training.

I think just mostly some more like formal teaching 
on how to use like different apps and stuff, rather 
than just like assuming that students or others will 
know how to use them and kind of leaving it up to 
them. Because not all the time, not everyone does. 
(ALM5, S13, FG3)

However, a medical educator noted that the extensive 
variety of site-specific applications make in-depth explo-
ration of applications impractical in an academic setting:

We don’t teach, really, how to use the system 
because, as we said, it’s different. It’s a bit like oper-
ating systems for our hardware or software. It’s a dif-
ferent system at every hospital. (E3)

Participants suggested that focusing on the fundamental 
principles and the broader, holistic perspective of digital 
health is a more effective use of medical school resources 
for developing digital health competence, rather than 
delving into the specifics of individual applications. A 
medical educator added that clinicians and professional 
staff within the workplace are better equipped to train 
students in the necessary system commands and demon-
strate the use of specific applications within the clinical 
context:

I think things like training them on how to use a 
particular electronic health record system probably 
should be done by the hospital that they’re going to 
work in. (E2)

Several interview participants reiterated that training in 
consultation skills is an integral component of achieving 
proficiency with digital health tools. This is exemplified 
by demonstrable behaviour in digital professionalism, 
as future doctors must also consider patients’ technol-
ogy capabilities. A General Practitioner (GP) who is also 
a digital sector expert illustrated this by highlighting 
the triadic relationship between the doctor, patient, and 
computer when developing a shared management plan: 
‘How you maintain the consultation while using these 
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tools without the tools taking over the consultation, I think 
that’s kind of a really important’ (DSE3).

Building on the theme of digital professionalism, medi-
cal educator participants also emphasised the impor-
tance of incorporating the responsible use of social media 
into digital health proficiency education:

Social media and using social media and as a doc-
tor. So helping students work through the, the ten-
sions between sharing everything and maintaining 
their professional identity and behaving profession-
ally, given social media. I mean, I would take that 
as being also an important part of being a digitally 
competent doctor. (E9)

Most participants recognised digital professionalism as 
a crucial facet of technological proficiency, particularly 
in emerging areas like artificial intelligence (AI). They 
acknowledged that sufficient understanding and profi-
ciency in using AI, alongside maintaining professional 
conduct, is essential for preparing students to meet the 
challenges of the modern digital healthcare environment. 
Some students noted the potential benefits and limita-
tions of generative AI in this context, with one student 
commenting:

I feel like teaching on it would be quite valuable, 
because I know, like, even though it is this really cool 
piece of technology. I know there are like downfalls 
like when you’re like asking it clinical type ques-
tions.… how to work around those kinds of like pit-
falls and the technology to get like the best outcome 
from it. (ALM5, S7, FG4).

A senior medical educator fully endorsed the use of gen-
erative AI as a pedagogy tool, noting that:

Students should use it and learn how to use it. It’s 
the same as they need to learn how to use a calcu-
lator or software package.… So I think we should 
embrace this. I think we should teach on it. (E3)

Domain 4: scholarly research and Evidence-based practice
The final domain, building on the others, focusses on 
enabling students to apply evidence-based research and 
critical appraisal skills into digital health settings. This 
integration enables students to effectively evaluate the 
opportunities and risks associated with digital health 
tools. Participants noted that, akin to the skills required 
for practicing evidence-based medicine, students must 
develop and apply reflection, critical thinking, and schol-
arly rigour. These skills are essential for competently 
assessing the efficacy, effectiveness, suitability, and risks 
of digital health interventions and include:

How do I access and trust information that I’m 
resourcing digitally? So, how do I pick through what’s 
accurate and what’s not? And what do I use to help 
make those decisions? (DSE2)
How to find information resources, how to trans-
late those information resources, and to inform your 
practice. (DSE11)
The ability to look up evidence-based information 
using online techniques. I don’t mean Dr. Google. 
(E7)

Educators also suggested that, along with technology 
proficiency, digital professionalism, and ethical respon-
sibility, students also need to exhibit the foresight to 
anticipate future trends, challenges, and opportunities in 
the field of digital health and develop the scholarly skills 
to communicate complex ideas clearly and concisely in 
writing, for example:

The ability to use an array of programs to run to 
assist the skills in terms of research in terms of writ-
ing reports in terms of analysis and the ability to 
look up guideline-based techniques for prescribing 
and so on. (E7)
Synthesising information and then presenting it in 
an electronic format with appropriate referencing. 
I think that’s a useful skill because that incorpo-
rates both the critical appraisal component and also 
being able to work with different formats. (E9)

Discussion
Through interviews with learners, educators, and digital 
health experts, this multi-perspective study has identi-
fied the essential core competency domains necessary 
for foundational digital health education for medical stu-
dents. The four essential domains encompass the knowl-
edge, skills and attitudes required to prepare medical 
graduates for effective and safe navigation of the digital 
healthcare environment. The identification of focused, 
clinically relevant core competencies makes them ame-
nable to integration into an existing curriculum tailored 
to local contexts. Our approach maintains this focus on 
local adaptation while ensuring alignment with the pro-
posed digital health curriculum [36].

Consistent with the literature, our interview data indi-
cates that future doctors need more than consumer-level 
technology and social media skills to navigate the com-
plexities of the emerging digital healthcare environment. 
Developing an effective digital health curriculum necessi-
tates balanced input from multiple perspectives. Student 
perspectives are crucial for designing engaging learn-
ing experiences, while insights from educators and local 
digital sector experts ensure that the curriculum is both 
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contextually relevant and appropriately adapted to local 
needs.

Data from the student focus groups revealed a diverse 
population with varying levels of digital capability, con-
fidence, and interest, suggesting that a “one size fits all” 
approach to digital health education is unlikely to be 
effective. While some students lacked confidence in their 
digital skills yet were enthusiastic about digital health 
training, others were more confident in their prepared-
ness for the digital healthcare environment and less 
enthusiastic about the training’s necessity. Comments 
from one student suggested that they perceived their 
digital literacy to be more advanced than that of their 
medical educators, creating a paradox since teachers are 
expected to have greater expertise. Supporting this view, 
a digital sector expert noted that today’s digital natives 
often have technological aptitude exceeding that of more 
established colleagues. Although genuine differences in 
student digital proficiency exist, some of this variation 
may be attributable to the Dunning-Kruger effect [37], 
whereby individuals, including medical trainees [38], 
tend to overestimate or underestimate their own skills. 
Therefore, it is important to avoid assumptions about 
students’ digital literacy based solely on their ‘digital 
native’ status. A successful curriculum must adapt to this 
real or perceived diversity, ensuring all students achieve 
foundational digital health competencies while offering 
advanced learning opportunities for those with higher 
confidence and skills.

Our research findings align with other studies with 
similar objectives and challenges [39, 40]. However, 
these studies typically develop frameworks with a large 
number of digital health competence domains aimed at 
a broad range of healthcare professionals. Additionally, 
some studies incorporate input from broader stakeholder 
groups with fewer student contributions [41], or focus 
exclusively on the perspectives of medical students [10, 
19, 22, 26] or physicians [42]. In contrast, our study is dis-
tinguished by its balanced insights from learners, educa-
tors, and digital health experts. It identifies the minimum 
essential digital health competencies necessary for medi-
cal graduates within the local healthcare setting. This 
approach provides a nuanced and comprehensive frame-
work for curriculum design, ensuring that it is manage-
able for students while optimising resource use.

Insights from digital sector expert interview partici-
pants underscored the crucial importance of understand-
ing the local digital health landscape, noting that students 
often overlook the broader digital health ecosystem and 
their role within it, focusing on learning how to oper-
ate individual applications. This limitation may result 
from a lack of understanding of digital health terms and 
concepts [26], making technological jargon challeng-
ing to grasp and negatively affecting learning outcomes 

[43]. This knowledge gap jeopardises the opportunity to 
enhance patient care outcomes. Previous research indi-
cates that offering a whole-system perspective and dem-
onstrating the purposeful use of technology can improve 
student comprehension [44].

To address these challenges, educators from our inter-
views suggested that the medical school programme 
should focus on teaching the fundamentals, including the 
“big picture” to provide students with a comprehensive 
understanding of their future environment and role. They 
also recommended that detailed instruction on specific 
applications be entrusted to practice settings, where their 
relevance can be demonstrated. This may help mitigate 
challenges associated with curricular overload. Addition-
ally, the medical programme is well-suited to provide 
guided instruction for students to develop digital pro-
fessionalism [18]. This includes maintaining ethical and 
professional behavior that extends beyond patient care 
to ensure safe, secure, and confidential communication 
across all digital platforms and activities. A thorough 
understanding of relevant local regulations and data gov-
ernance is also essential to address the cultural sensitivi-
ties of Indigenous and diverse populations.

Research suggests that in countries at an early stage 
of national digital health transformation, student edu-
cation should focus more on fundamental digital health 
competencies rather than advanced emerging technolo-
gies [27]. Our data supports this perspective, prioritising 
the teaching of digital health fundamentals with a com-
prehensive overview that aligns with regional require-
ments. This approach ensures that medical students can 
effectively and safely apply their skills within the local 
clinical environment. However, interview participants 
recognised the significance of the rapid advancement of 
AI, underscoring the need for its inclusion in the digital 
health curriculum to adequately prepare medical stu-
dents for emerging digital health environments and meet 
patient expectations. AI education can be aligned with 
local contextual requirements, ensuring that students, 
at a minimum, become familiar with AI terminology, 
appropriate use cases, and relevant ethical, privacy, and 
data governance regulations [5]. This will enable students 
to appreciate both the opportunities and risks of using 
AI, as well as to interpret and critically reflect on AI-
generated outcomes [45]. Learning outcomes could also 
be developed to include the effective use of generative AI 
language models, and the development of prompt engi-
neering skills [46, 47].

It is important to note that this study has identified 
competency domains rather than specific learning out-
comes, and deliberate strategies will be needed to incor-
porate digital health teaching into the medical curricula. 
This will need thoughtful modification of the existing 
curriculum. Established frameworks, such as Miller’s 
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Pyramid [48], which aligns with competency-based med-
ical education, can assist curriculum planners in develop-
ing progressive learning outcomes for such integration. 
Given the potential diversity among students and the 
possibility that some faculty members may have limited 
digital health experience, tailored approaches will need 
to be developed. This may include faculty development 
programs, interdisciplinary collaboration, and leveraging 
external expertise for curriculum co-design [40, 49]. As 
several medical educators noted, faculty may particularly 
lack specific knowledge of the different electronic health 
record systems and the various other local specialist 
applications used in the clinical environment.

Consideration should be given to an adaptive curricu-
lum style for digital health topics to tailor learning expe-
riences [50] and provide rapid and effective feedback [51]. 
This approach ensures that all students achieve minimum 
foundational digital health competencies, while adjusting 
to each student’s pace and current understanding. Some 
of these curriculum adaptations could be achieved by tak-
ing advantage of AI’s dual role as both a subject of study 
and an effective pedagogical tool [52, 53], particularly in 
tutoring virtual patient scenarios and clinical decision-
making. Moreover, when AI competencies are effectively 
developed, medical students report an improved learning 
experience [54]. The use of AI in teaching medical stu-
dents has been shown to increase motivation and reduce 
anxiety, thereby enhancing the overall learning environ-
ment [55]. Our interview data from student and educator 
participants indicated that students have been motivated 
and enthusiastic to learn about AI’s potential benefits and 
risks from the outset. This speciality has been captured 
within the third digital competence domain as part of 
digital professionalism and proficiency with health tools, 
which highlights the need to develop confidence and pro-
ficiency in providing informed, safe, secure, and ethical 
patient care.

The study has limitations. While the stakeholder sam-
ple offers a balanced representation, it is relatively small 
and focused on a single medical school within a local and 
national context. Although the diversity in responses sug-
gests a broad range of opinions, applicability may depend 
on local context.

Future/Next steps
To mitigate some of the challenges of a crowded cur-
riculum, our study data suggest that focusing on the 
minimum essential digital health competencies neces-
sary for clinical practice will likely be more effective than 
teaching numerous technical skills on applications that 
are likely to change over time [36]. Hence, the identified 
competence domains are not intended as a comprehen-
sive syllabus, but rather as a starting point and model 
for others for tailoring a curriculum to local needs. The 

next steps for this multi-phase study include refining the 
four identified competency domains into a framework 
for actionable learning outcomes that can be integrated 
into an existing medical curriculum. The new learn-
ing outcomes will then be mapped against the existing 
learning outcomes within the current curriculum with 
a view to gradually transition from the more traditional 
practices where appropriate to those more suitable for 
the emerging local digital healthcare environment. This 
should enable students to acquire the necessary digital 
professionalism competencies identified by digital sector 
experts and medical educator participants as described 
in the four competence domains (Table 2), allowing them 
to become what one medical educator describes as: “digi-
tally competent doctors” (E9). To achieve this, we will 
adopt realist research methods to synthesise literature 
with stakeholder recommendations, ensuring that the 
digital health competencies are contextually sound and 
effectively tailored for students. The final framework will 
be further refined with key stakeholders. This meticu-
lous approach aims to increase the likelihood of success-
ful integration into the existing medical curriculum and 
enhance its local applicability.

Conclusions
The lack of consensus in the literature on digital health 
content, skills and pedagogies for medical curricula may 
lead to overloaded frameworks with excessive content, 
hindering implementation. This study uniquely engaged 
learners, educators, and digital health experts to identify 
the minimum essential core competency domains for 
a digital health curriculum within the local healthcare 
context and could be an approach used in other con-
texts. Our findings suggest that to equip future doctors 
with the essential competencies to effectively and safely 
navigate the digital healthcare landscape, they must, at a 
minimum, possess competencies in four domains. These 
competence domains include a comprehensive under-
standing of the local digital health ecosystem, skills in 
data management, knowledge of local regulations, cul-
tural safety, and ethical principles. Additionally, they 
include proficiency with relevant digital tools and critical 
evidence-based research abilities - all of which need to be 
integrated within traditional medical subjects while pre-
serving the integrity of the existing curriculum.
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